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EIP:

$ $ = ~ sudo nmap -sS -Pn -pl-65535 100.100.100.100

Starting Nmap 7.91 ( https://nmap.org ) at 2019-01-04 06:56 UTC
Nmap scan report for 100.100.100.100
Host is up (0.000010s latency).

rDNS record for 100.100.100.100
Not shown: 65531 closed ports
PORT STATE SERVICE

22/tcp  open ssh

SLB:
$ $ = ~ sudo nmap -sS -Pn -pl-65535 200.200.200.200

Starting Nmap 7.01 ( https://nmap.org ) at 2019-01-04 @6:56 UTC
Nmap scan report for 200.200.200.200

Host is up (0.000010s latency).

rODNS record for 200.200.200.200

Not shown: 65531 closed ports
PORT STATE SERVICE

80/tcp open http

443/tcp open https




$ $ = ~ sudo nmap -sS -Pn -p1-65535 www.dingtalk.com

Starting Nmap 7.01 ( https://nmap.org ) at 2019-01-04 06:56 UTC
Nmap scan report for 200.200.200.200

Host is up (0.000010s latency).

rDNS record for 100.100.100.100: www.dingtalk.com

Not shown: 65531 closed ports

PORT STATE SERVICE

80/tcp open http

443/tcp open https
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Go e
Request Eﬁi%ﬂt(orderidﬂoo) Response Eﬁi&@ﬁ@?ﬂ@(orderidﬂoo)

Raw | Params [ Headers | Hex Raw | Headers [Hex ]

GET /my?orderid=100 HTTP/1.1 A HTTP/1.1 200 OK

Host: dingtalk.com r Date: Fri, 04 Jan 2019 02:56:45 GMT

Accept: application/json, text/json Content-Type: text/html;charset=UTF-8

X-Requested-With: XMLHttpRequest Connection: close

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 0S X Vary: Accept-Encoding

10_14_2) AppleWebKit/537.36 (KHTML, like Gecko) Set-Cookie:

Chrome/73.0.3659.0 Safari/537.36 tmp0=eNrz4A12DQ729PeL9%2FV3cfUxiKnOTLFSCnCLIA0IJMgjTNT£1NnT19Hc1

SS6xXMjQIMTMIMzcwWNTCIMNVITIYIMBUYGZiaGBvq5FZYmRSZGNRGAQB2MByq; P
Content-Language: zh-CN

Server: Tengine/Aserver

Strict-Transport-Security: max-age=0

Timing-Allow-Origin: *

Content-Length: 208

{"httpStatus”:"200", "errorCtx":null, "metadata”:{}, "errorMsg":""
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Request FEAUIE 75K (orderid=101) Response HAUEEIAS (TERRERNAR)
Raw Params]Headers Hex_ Raw Headers]Hex HTMLIRender]
GET /my?orderid=101 HTTP/1.1 .

HTTP/1.1 404 Not Found

Date: Fri, 04 Jan 2019 03:04:35 GMT
Content-Type: text/html
Content-Length: 1096

Connection: keep-alive

Vary: Accept-Encoding

Vary: Accept-Encoding

Server: Tengine/Aserver

Host: dingtalk.com

Accept: application/json, text/json
X-Requested-With: XMLHttpRequest

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 0S X
10_14_2) AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/73.0.3659.0 Safari/537.36
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<select id="getUser" parameterType="int"
resultType="me.gacl.domain.User">
select * from users where id=#{id)}
</select>

</mapper>
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dingtalk. com/omp/api/delprofile
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1 Referer B token [F1i53K . k&I AER HIFHR M N2 L2k 011 PN 2%

%i.Eg'ﬁg»%L:
A J| p #& dingtalk.com/omp/api/profile T & iF & 15 > A5 &,
M B Referer i https://dingtalk.com, &% Ko

| Go | Cancel <|¥ >|v Target: https://oa.dingtalk.com
Request Response
Y y L OiEs =y > - Z
_[Rﬂw Params | Headers | Hex | IE % Refererfi ik _[ Headers Hex | IE ¥ RefererifRAVEEIAR
POST /omp/a p'/p rofile HTTP/1.1 . HTTP/I 1 200 OK
Hos : di qt alk.com T rver: DingTa lk/l 0.0
Con ction clos Dnte: Fri, 04 Ja 2019 03:52:20 GMT
Us Aq nt: Mozilla/5.0 (Macintosh; Intel Mac O0S X 10_14_2) on/json;charset=UTF-8

Appl eWebKit/537.36 (KHTML, 1 ke Gecko) Chrome/73.0.3660.0
safari/537.36=
Refezcr: https://dingtalk.com/contacts.htm

X-Content-Type OthOnS' nnnnn ff
X XSS~ P otection 1 mode=block

A Jf| p #& dingtalk.com/omp/api/profile T & iE & 5% 4~ A5 &,

4 Referer BX 77 45 1% Referer https://aaaaaaaadingtalk.com, &K
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POST /omp/api/profile HTTP/1.1
Host: dingtalk.com

User-Agent: Mozilla/5.0 (Macintosh;
10_14_2) AppleWebKit/537.36 (KHT!
Chrome/73.0.3660.0 Ssafari/537.
Content-Type: application/x-
Accept: */*
Referer: https://aaaaaadingtalk.com/contacts.htm

ntel Mac 0S X
" like Gecko)

-form-urlencoded

Target: https:)

Response
Headers |hex | SRefererRiBE K, BLAKK

HTTP/1.1 400 Bad Request

Server: DingTalk/1.0.0

Date: Fri, 04 Jan 2019 03:45:52 GMT
Content-Type: application/json;charset=UTF-8
Content-Length: 67

Connection: close

Content-Language: zh-CN




NO.09 X k1R
L ER

Fa 2 T

R AFAE S B AR T RE

A EAEE O

AR SR A R A

AR S A 4

EEEE

JF Al A P it 4 78 15

(TREECER
i

M55 s A (a0 BAL 2 oss, MIBkIE 5 A ke 2
T

2T, ARYE L SRS G B o

B 1: T, "] _EARERE S

#2: A, R#e A& jpg. png. doc. x1s #L
1, A2 AL SO IS 4, T8 A 0L AT
B A1

% 3: A, Afe AL html, jsp. asp. cer #&=C
4, 15 2E 44 PR B0 SO JE 4R, TR AR S5 i i3 AT PR

il o

% 4. f, H#e kA% jpg. png. doc. x1s M,

i F A % AR IR SO JE ZR&&SCE Sk, B4
HE e, script. eval FERiRFLE A N2,
7E R 45 bty i34 T PR 1

B 1: JoAHIHE
Bl 2: f1, Pt bR RRS 4, G—miN
XXXXXX. Jpg

B13: 47, XAFEArA, EICHFE SRR

Bl 1. EIE T, AN LR

Bl 2. ATLMEN B ES, (HIrA L AE
%l)‘%

1 3: JCHRFIRALER, FITAT SCPFORSF AR A N ) B
=1

. HERE, FEHEIEE A .

BEESR:  AEREER A

D wnsefF FAE S oss, Uil & FAESCAER) url: oss—

cnhangzhou. aliyuncs. com/1291723234/3e34 j4uddkdo. jpg, Kbtz 2 —IF

e

2) HA A i A, %2

REA N X b A SO T+ 2 BR A



SKERSE

@ oss-cnhangzhou.aliyuncs.com/me




